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Value added Course
On

Computer Awareness and Cyber Security
Introduction:

A need has been felt to address cyber security broadly, as also in sufficient
depth so that even students from non-technical streams will develop a more
complete picture of the cyber security issues.

Aim: The syllabus has been prepared with an aim to create more aware,
responsive and responsible digital citizens, thereby contributing effectively to
an overall healthy cyber security posture and ecosystem.

Duration: 30 hours

Distribution of Theory & Practical class:

Theory: 15 Hrs
Practical: 15 Hrs;
Days: 15

Scheme of Examination: Offline mode

Theory Practical
Assessment Objective type questions Assignment, Viva-voce.
Marks 70 30
Min. Marks 23 10

Qualification: UG & PG students of any stream

Teaching methods: Lecture, Demonstration, Practical

PRI AL :
QovtDr.D.8.B.0. PG “':g,
Dongargeon. Dlste iy nanigaon (G
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Learning Out comes: Upon completion of the degree program, students
will be able to:-
(a) Understand and practice the basics of word, excel and power point.

(b) Develop a deeper understanding and familiarity with various types of
cyber attacks, cyber crimes, vulnerabilities and remedies thereto.

(c) Analyse and evaluate existing legal framework and laws on cyber
security.

(d) Analyse and evaluate the digital payment system security and
remedial measures against digital payment frauds.

(e) Analyse and evaluate the importance of personal data its privacy and
security. _

(f) Analyse and evaluate the security aspects of social media platforms
and ethical aspects associated with use of social media.

(g) Analyse and evaluate the cyber security risks.

(h) Increase awareness about cyber-attack vectors and safety against
cyber-frauds.

(i) Take measures for self-cyber-protection as well as societal cyber-

protection.
n&a/ =
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Analyse and evaluate the importance of personal data fts privacy and security.

Analyse and evaluate the secutity aspects of social media platforms and ethical

)H’Iﬂ \\Cl'((\ !

associated with use of social media.

Analyse and evaluate the cyber security risks,

aspects

Based on the Risk assessment, plan suitable security controls , audit and compliance.

Evaluate and communicate the human role in sccurity systems with an emphasis o n

ethics, social engin

eering vulnerabilities and training,

Increase awareness about cyber-attack vectors and safety against cyber-frauds.

Take measures for self-cyber-protection as well as societal cyber-protection.

Syllabus of Cyber Security Program at Undergraduate Level

6. The proposed syllabus at Undergraduate level academic program is as under: -

iy

S s Cyber securlty Program atUndetgtaduateLeve b

‘Module

Module Name

Module Content

Module-I

RT.

Introduction to
Cyber security

Defining Cyberspace and Overview of
Computer and Web-technology, Architecture
of cyberspace, Communication and web
technology, Internet, World “wide - web,
Advent of inferriet, Internet iﬁfrgs_f.rﬁcture
for data transfer and governance, Internet
society, Regulation of cybersp.acc,'_Concept of
cyber security, Issues and challenges of cyber

security.

After  completion
of ‘module,

students would be

this

able to understand
the - of
Cyber ' security and

concept

issues and challenges
associated with it.

Module-II

Gons” Sev

crime

Cyber
and Cyber law

Classification of cyber crimes, Common

crimes- cyber crime rargeting

cyber
computers and mobiles, cyber crime against

children,

social engineering attacks, malware and

women and financial frauds,
ransomware attacks, zero day and zero click
attacks, Cybercriminals modus-operandi ,
Reporting of cyber crimes, Remedial and
mitigation measures, Legal perspective
of cyber crime, IT Act 2000 and its
amendments, Cyber crime and offences,
Organisations dealing with Cyber crime and
Cyber security in India, Case studies.

the
end of this module,
should be able to
understand the cyber

Students, at

crimes, their nature,
legal remedies and
as to how report
the crimes through
available  platforms

and procedures.

Practical

. Checklist for reporting cyber crime at Cyber crime Police Station.

2, Checklist for reporting cyber crime online,
3. Reporting phishing emails,

4. Demonstration of email phishing attack and preventive measures,

@ovt.Dr.B.S.B.A.

AL
P.G. Collago

Dongargron, Distt-Rajnandgeon (C.0.)
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Cyber security Program at Undergraduate Level ' g
Module | Module Name | Module Content Learning Outcomes

Module-III | Social ~ Media | Introduction 1o Social networks. Types | On completion
‘ Overview and | of Social media, Social media platforms, [ of this module,
f‘f (/u.l,bb" Security Social media monitoring, Hashtag, Viral | students should be

content, Social media marketing, Social | able to appreciate
media privacy, Challenges, opportunities and | various privacy and
pitfalls in online social network, Security | security concerns on
issues related to social media, Flagging and | online Social media
réporting of inappropriate content, Laws | and understand the
regarding posting of inappropriate content, reporting procedure
Best practices for the use of Social media, | of inappropriate
Case studies. content, underlying
: legal aspects and
best practices for the
use of Social media
C platforms.

Practical 1. Basic checklist, privacy and security settings for popular Social media platforms.

2. Reporting and redressal mechanism for violations and misuse of Social media

platforms. ‘ - 5

‘Module IV | E-Commerce | Definition ~of" E- Commerce, = Main | After the completion
and Digital components . of E-Commerce, Elements | of this module,
Payments of E-Commerce security,  E-Commerce | studencs would be
€n threats, E-Commerce  security ~ best | able to understand
K'C‘ Y practices, Introduction to digital payments, | the basic concepts
VComponents of digital payment and stake | related o
holders, Modes of digital payments- Banking | E-Commerce  and
Cards, Unified Payment Interface (UPI), | digital  payments.
e-Wallets,  Unstructured Supplementary | They will become
Service Data (USSD), Aadhar enabled familiar with
C )/ +| payments, = Digital  payments  relaced | various digiral
common frauds and preventive measures, payment modes
RBI guidelines on digital payments and | and  related cyber
customer  protection  in  unauthorised security aspects,
banking transactions. Relevant provisions of | RBI guidelines and
Payament Sertlement Act,2007, preventive measures
against digital

payment frauds.

Practical 1, Configuring security settings in Mobile Wallets and UPIs,

2. Checklist for secure net banking,

PRI L

Govt.Dr..3.B.A. P.G. Sollage
Dongargaon, Distt-Rajnandgeon (C.G.)
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B Oyber security Program at Undergraduate Level o Fu

Module . | Module Name Module Content : : Le‘a:xilngi()ﬁﬁtiﬁi.a

~
4

ModuleV | Digital Devices | End Point device and Mobile phone | Students, after
Security,|securty, Password policy, Security patch | completion of this
Tools and | management, ‘Data backup, Downloading | module will be able
[w“ |— | Technologies for | and management of 'third party software, [ to understand the
Cyber Security | Device security policy, Cyber Security best | basic security aspects

%

W

practices, Significance of host firewall and | related to Computer
Ant-virus, Management of host firewall and | and Mobiles. They
. | Anti-virus, Wi-Fi security, Configuration of | will be able to use
basic security policy and permissions. basic tools and
technologies to

protect their devices,

Practical 1. Setting, configuring and managing threc password policy in the computer (BIOS,
_ Administrator and Standard User).

~ 2. Setting and configuring two factor authentication in the Mobile phone.
3. Security patch management and updates in Computer and Mobiles.

4. Managing Application permissi-ons in Mobile phone.

5. Installation and configuration of computer Anti-virus.

6. Installation and configuration of Computer Host Firewall.

7. Wi-Fi security management in computer and mobile,

References | 1. Cyber Crime Impact in the New Millennium, by R. C Mishra, Auther Press. Edition
2010. j ‘

g _ 2. Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal
Perspectives by Sumit Belapure and Nina Godbole, Wiley India Pve. Ltd. (First
- Edition, 2011) ] ; ;

3. Security in the Digital Age: Social Media Security Threats and Vulnerabilities by
Henry A. Oliver, Create Space Independent Publishing Platform. (Pearson , 13th
November, 2001)

4. Electronic Commerce by Elias M, Awac‘I, Prentice Hall of India Pvt Led,

5. Cyber Laws; Intellectual Properry & E-Commerce Security by Kumar K, Dominant
Publishers.

6. Network Security Bible, Eric Cole, Ronald Krutz, James W, Conley, 2nd Edition,
Wiley India Pyt, Lid.

7. Fundamentals of Nerwork Security by E. Maiwald, McGraw Hill,

PRIN L
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15 DAYS WORKSHOP ON “COMPUTER AWARENESS AND CYBER SECURITY”
FROM DEPARTMENT OF SCIENCE 2022-23

TIMING: 01:30 - 03:30 PM at Room No- 01 (New CS LAB)

S.N. Date Topic Resource Person

\ 1. 24/04/2023 | Introduction of Computer system, Basic | Mr. Meghraj Soni
knowledge of H/W(Input, Output Devices) and
Memory Unit, Software : Application and System
Software, Operating system and Binary numbers.

2. 25/04/2023 | MS word (Introduction, various features) Mr. Meghraj Soni,
3. 26/04/2023 | MS word (Documentation, Letter Writing) Mr. Meghraj Soni
27/04/2023 | Web Browser, and Google Forms, Google Drive. | Dr. Chetan Sahu,
Digi locker, UPI. Mr. Ganesh Netam

5. 28/04/2023 | Introduction to Cyber security Miss. Renuka Thakur
29/04/2023 | Social Media Overview and Security , Mr. Ajeet Singh
01/05/2023 | Cybercrime and Cyber law Miss. Chanchal Stella Kujur

Mr. Mannu Lal Nayak

8. 02/05/2023 | Social Media Overview and Security Guest Lecturer

9, 03/05/2023 | E-Commerce and Digital Payments Mr. Khemchand Ram

@ 10. 04/05/2023 | Digital Devices S e c u r ity , Tools and | Mr. Gautam Netam
o Technologies for Cyber Security

11. 06/05/2023 | MS PowerPoint (Slides, Charts & Graphics.) Miss. Purva Dewangan
12. 08/05/2023 | MS Excel & it's Functions. Mr. Khemchand Ram

13 09/05/2023 | Practical Assignment
14. 10/05/2023 | Practical Assignment
15 11/05/2023 | Practical Assignment

AL~
{oshanmid filigs ) O 15 ot
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;5/ ‘\‘Tv Govt. Dr. Baba Saheb Bhim Rao Ambedkar
o=/} PG College Dongargaon (C.G.) ]

N
Online Lecture
| n
Social Media Overview And Security .
On 06/05/2023 Saturday
at 12:30 PM
PATRON
Dr.(Smt.) B.N. Meshram.
Principal
Govt.Dr. Baba Saheb Bhim Rao Ambedkar PG College
Dist. Rajnandgaon Dongargaon (C.G.).
@c—mﬁm Qrgnazing
Dr. C.K.Sahu
(IQAC Coordinator),
Ms. Renuka Thakur,
( Department of Zoology)
. Mr. Mannu Lal Nayak,
Mr‘_AJ't Singh ( Department of Botany)
Project Manager (IT) Ms.Chanchal Stela Kuijur,
IIT Bhijai Smart Campus ( Department of Chemistry
3 Mr.Meghraj Soni,
Govt.Dr.B.8.B.A. P.G. Coflage (Department of CS)

ongargeon. Dst-Reinmdsmon €SN ata- - [C nk will be_shared sep&rately
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on 06/05/2023 Saturday
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Dr.(Smt.) B.N. Meshram.

Principal
Gont Dr Baba Gabely Bhim Reo Ambedia PG College
Dist Rejnendgeon Gangagaon (C G )

e o0 e Person (OrgnazinglCommitiee]
r."« Dr. C.K.Sahu
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o Ms. Renuka Thakur,
( Department of Zoology)

¢ Mr. Mannu Lal Naya
Mr.Ajit Singh ( Department of Bo&nyf
Project Manager (IT) Ms. Chanchal Stela Kujur,
T Bhilsi Smart Campus Departawnt of Chemistry
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Lectures and Practical classes taken by Teachers
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2N\, Govt. Dr. Baba Saheb Bhimrao Ambedkar PG College
ﬁ ;;:{} Dogargaon, Dist. Rajnandgaon, Chhattisgarh
Value Added Course

_Computer Awareness & Cyber Security

CERTIFICATE

This is to certify that Mr./Ms. Roshani From class M.Sc. II Sem(Zoology)
has participated in the Value Added Course on “Computer awareness & Cyber
Security” held on 24 April 2023 to 11 May 2023, organized by Science Department of

Govt. Dr. Baba Saheb Bhimrao Ambedkar PG College Dongargaon, Rajnandgaon,
Chhattisgarh and we wishes the best of her/his future.

| A
Renuka Thakur Chanchal Stela Kujur M. L. Nayak Dr.(smt.) B. N. Meshram

Dr. C. K.Sahu
Organizing Secretory

Organizing Secretory Organizing Secretory  |QAC Coordinator

Patron
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Fﬁv’f N Govt. Dr. Baba Saheb Bhimrao Ambedkar PG College
(1\‘;.:#-9 Dogargaon, Dist. Rajnandgaon, Chhattisgarh
Value Added Course

Computer Awareness & Cyber Security

CERTIFICATE

This is to certify that Mr./Ms. Rukhmani From class M.Se, 11
Sem(Zoology) has participated in the Value Added Course on “Computer awareness
& Cyber Security” held on 24 April 2023 to 11 May 2023, organized by Science
Department of Govt. Dr. Baba Saheb Bhimrao Ambedkar PG College Dongargaon,
Rajnandgaon, Chhattisgarh and we wishes the best of her/his future.
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